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FHE Applications ETH:zlrich

» Secure Outsourcing

Is a gene mutation .
@ % associated to a disease?
* Private Set Intersection (PSI)
' Microsoft Edge
Password Monitor

(\) ZANA O

NuCypher DUGIity

* k|

* Private Machine Learning as a Service
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The path to adoption ETHziirich

Underlying Math Development Deployment
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<+—— (ryptographic Challenges =—>
<+<— [Engineering Challenges ~=—>

Stack Overflow signup login

Stack Overflow signup  login

[=1

How to use CRT batch technique in Microsoft SEAL 3 17

c++ encryption seal post-quantum-cryptography

How impleme n homomorphi yption libraries like HELib or SEAL when no division
opera| lloy

Can you please tell me whether SEAL 3.1 supports PolyCRTBuilder ¢
but failed because the class is not declared in this scope

bwing program

he two array | hav: ating point numbers
3 ally like this encode (x)

ale to integers with 2-digit precision. Hence my encoder

{** Suppose | have two arrays x = [1,2,3,4,5] and «Mean = [3,3,3,3,
(x) is the encryption function, then enc(encode(a))=enc(238)

using PolyCRTBuilder { xCiphertext and xIMeanCiphertext )  If | subtrad ) ext MINUS laoks
xMeanCiphertext ), | should get xResult - [-2, -1, @, 1, 2] but after t bm getting and enc(encode (b)) =enc(152).
wResultDecrypted = [48959, 48960, @ ,1, 2] .| canrelate the overflow et but is there a

Upon multiplication we obtain the huge value of a*b=enc(23*15)=enc(34522) because the scaling factors multiply too.
work around for this problem. Here is the code: %/

This means that my inputs grow exponentially unless | can truncate the result, so that
trunate(enc(3458@) )=truncate(enc(345))
<igstream> 8
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Challenges of Developing FHE Applications
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Cryptographic Challenges
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Underlying Math Parameter Selection



Cryptographic Challenges ETHzlirich

(Ring-)Learning With Errors: It is hard to find s given ¢ and a
c=a-s+e Whereaqu,e qu,sERq
R =Z[X]/(X™ + 1)
——
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Cryptographic Challenges ETHzlirich

—

(Ring-)Learning With Errors: It is hard to find s given ¢ and a

$ X
c=a-s+e wherea <R, e < R;,s ER,
R=Z[X]/(X"+ 1)

Encryption

c=a-s+u+e where g = m * JformERtt«q

i,

log t

Iog q
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Cryptographic Challenges ETHzlirich

(Ring-)Learning With Errors: It is hard to find s given ¢ and a
c=a-s+e Whereaqu,e qu,sERq
R =Z[X]/(X™ + 1)
Encryption q
c=a-stu-+t+e Whereuzm*l?JformERt,t«q
——

Homomorphic Addition
= Noise increases linearly
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(Ring-)Learning With Errors: It is hard to find s given ¢ and a
c=a-s+e Whereaqu,e qu,sERq
R=Z[X]/(X"+ 1)
Encryption q
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—
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Cryptographic Challenges ETHzlirich

(Ring-)Learning With Errors: It is hard to find s given ¢ and a
c=a-s+e Whereaqu,e qu,sERq
R=Z[X]/(X" +1)
Encryption q
c=a-st+tu+e Whereuzm*l?JformeRt,t«q
— i
Homomorphic Addition / Multiplication
= Noise increases linearly / quadratically
If noise grows too large, decryption fails
= Bootstrapping reduces noise homomorphically
] (afd F )5 efef ¥ 4.
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Cryptographic Challenges ETHzlirich

—

(Ring-)Learning With Errors: It is hard to find s given ¢ and a

$ X
c=a-s+e wherea <R, e < R;,s ER,
R=Z[X]/(X"+ 1)

Encryption

c=a-s+u+e Whereuzm*l%JformERt,t«q

Homomorphic Addition / Multiplication
= Noise increases linearly / quadratically

If noise grows too large, decryption fails
= Bootstrapping reduces noise homomorphically
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Cryptographic Challenges

= Parameter Selection

— Based on current knowledge about Learning With Error (LWE) hardness
— Careful trade-off between efficiency, security and correctness

1000+

9004

logq

s00{ Correct results
(for this application)

5000 10000

R =Z[X]/(X"+1) R, =R/q

15000 20000 25000 30000

n

ETH:zurich
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Engineering Challenges
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FHE Programming Paradigm
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No If/Else

Standard C++

int foo(int a, int b) {

if(a < b) {
return a * b;
} else {
return a + b;

}

FHE

int foo(int[] a,int[] b){

int[] c
int[] i
int[] e
int[] r;
for (k=0;k<lenc(a);++k)
rik] = c*i[k] +
(1-o)*e[k]
return r;

less(a, b);
mult(a, b);
add(a, b);

Q
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SIMD Batching
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FHE Programming Paradigm ETHziirich
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No If/Else No Loops

SIMD Batching

Standard C++

Standard C++

int foo(int a, int b){

oy
| SR

int foo(int a, int b) {

int s = 1;
if(a < b) { for(i = 0; i < a; ++i){
return a * b; S =5 + i*b;
} else { }
return a + b; return s;

—
—
I ‘_YJ

FHE FHE
int foo(int[] a,int[] b){ int foo(int a, int b){
int s = 1;
int[] c = less(a, b); s = less(a,b) *
int[] i = mult(a, b); (s + 0%b) +
int[] e = add(a, b); (1-¢) * s;
int[] r; s = less(a,b) * A
for (k=0;k<lenc(a);++k) (s + 1*b) +
rf(k] = c*i[k] + (1-c) * s;
(1-c)*e[k] s = less(a,b) *
return r; (s + 2*b) +
} (1-0) * s; 22




FHE Programming Paradigm ETHziirich

o P S Ay
XN 0 a,
= Y r—4

X/ v a» «» a’

No If/Else No Loops SIMD Batching e
| || | 1 | |
| ] I || ] [ |

Standard C++ Standard C++ Standard C++ = = =
int foo(int a, int b){ int fooCint[] X,int[] y){ = = = =
int foo(int a, int b) { [ ] I ] I ] ]
int s = 1; int[] r; : : : : : : : :
if(a < b) { for(i = 0; i < a; ++i){ for(i =0; i < 6; ++i){ [ 1 0 1 I 11 ]
return a * b; s = s + i*b; rfi] = x[i] * y[i] — 3 3
} else { } } [ ] [ ] [ ] [ ]
return a + b; return s; return r; EnC(X[O])
} , ) Enc(x[1])
} Enc(x[2])...
FHE
int foo(int[] a,int[] b){ int foo(int a, int b){ int foo(int[] x,int[] y){ —
int s = 1; —1 .
int[] c = less(a, b); s = less(a,b) * int[] r; — :
int[] i = multCa, b); (s + 0%b) + r[0] = x[0] * y[0]; — =
int[] e = add(a, b); (1-0) * s; r[1] = x[1] * y[1]; — — N
int[] r; s = less(a,b) * rf2] = x[2] * y[2]; — Q:';‘
for (k=0;k<len(a);++k) (s + 1*b) + r[3] = x[3] * y[3]; = o%x5
rlk] = c*i[k] + (1-0) * s; r(4] = x[4] * y[4]; 1 x o S
(1-c)*e[k] s = less(a,b) * r(5] = x[5] * y[5]; :]:] roy 5 H
return r; (s + 2*b) + return r; — Lﬁ
} (1-c) * s; 23




Approximation

» FHE is most efficient when used over integers
— However, here + and * only allow polynomials
— Boolean emulation is powerful, but expensive

= Polynomial Approximation

e 0 = 10, P

mmeg=50=16

“ 0=3,f=8 1

08 06 -04-02 0 02 04 06 08 1
X

= Frequently requires too many chained multiplications

ETH:zurich

= Alternative: Programmable Bootstrapping
— Technigue used in ZAMA's Concrete library
— Evaluate a Look-Up Table (LUT) during bootstrapping

-1 0.05
-0.6  0.15
-0.2 0.33

0 0.66
0.2 0.85
0.6 0.95

1 1

08 -06 -04-02 0 02 04 06 08 1
X

= Limited to univariate functions (single ctxt as input)

24



Challenges of Developing FHE Applications
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FHE Compilers ETH:iirich

» FHE "Compilers”™ are frequently not actually technically compilers
— Term used more generally for tools doing high-level to low-level translation

Computer Program FHE Compiler Arithmetic Circuit

- & - ::ieo
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Input Language

SEAL (library) [

/I First Dense Layer

DenselLayer d1(32, input_size);

seal::Ciphertext result;

mvp(*galoisKeys,*evaluator, *encoder, d1.units(), d1.input_size(),
d1l.weights_as_diags(), image_ctxt, result);

seal::Plaintext b1;

encoder->encode(d1.bias(), result.parms_id(), result.scale(), bl);

evaluator->add_plain_inplace(result, b1);

evaluator->rescale_to_next_inplace(result);

/I Activation, x -> x"2
evaluator->square_inplace(result);
evaluator->relinearize_inplace(result, *relinKeys);
evaluator->rescale _to_ next=inplace(result);

/I Duplication of certain values necessary for the SIMD layout
seal::Plaintext mask; encoder->encode(vec(1, d1.units()),
result.parms_id(),
result.scale(), mask);
evaluator->multiply_plain_inplace(result, mask);
seal::Ciphertext tmp;
evaluator->rotate_vector(result, d1.units(), *galoisKeys, tmp);
evaluator->add_inplace(tmp, result);
evaluator->rescale_to_next_inplace(tmp);

/I Second Dense Layer

DenselLayer d2(16, d1.units());

mvp(*galoisKeys, *evaluator, *encoder, d2.units(), d2.input_size(),
d2.weights_as_diags(), tmp, result);

seal::Plaintext b2; encoder->encode(d2.bias(), result.parms_id(),

result.scale(), b2);
evaluator->add_plain_inplace(result, b2);
evaluator->rescale_to_next_inplace(result);

/I Activation, x -> x"2
evaluator->square_inplace(result);

EVA e

def diag(matrix, d):
m, n = matrix.shape
r=[0]*n
for kin range(n):
r[k] = matrix[k
returnr

m][(k + d) % n]

def mvp(ptxt_matrix, enc_vector):
m, n = ptxt_matrix.shape
log2_n_div_m = math.ceil(math.log(n//m, 2))t=0
foriin range(m):
t += (enc_vector << i) * diag(ptxt_matrix, i)

foriin range(log2_n_div_m):
offset=n// (2 i) t+=1t<< offset
return t

def compile():
mlp = EvaProgram('NN (MLP)', vec_size=32 * 32)
with mip:
image = Input(‘input_0’)
d1 = mvp(weights_1, image)
dl =d1 + bias_1.tolist()

actl =d1*d1
0Z - mup(wergnts_2, actl)
d2 = d2 + bias_2.tolist()
act2 =d2 *d2

Output(‘output’, act2)
Output(‘output’, d1)

ETH:zurich

nGraph-HE <

import numpy as np
import tensorflow as tf
from tf.keras.layers import Input, Dense, Activation

def mnist_mlp_model(input):
def square_activation(x):
return x * x
known_shape = input.get_shape()[1:]

size = np.prod(known_shape) print('size', size)

y = tf.reshape(input, [-1, size])

y = Dense(input_shape=[1, 784], units=30, use_bias=True)(y)

y = Activation(square_activation)(y)

y = Dense(units=10, use_bhias=True, name="output")(y)

known_shape = y.get_shape()[1:] size =
np.prod(known_shape)

returny

SEALion K

from sealion.heras.models import Sequential
from sealion.heras.layers import Dense, Activation

model = Sequential()

model.add(Dense(units=30, input_dim=784,
input_saturation=4, saturation=2 ** 4))

model.add(Activation())

model.add(Dense(units=10, saturation=2 ** 4))

model.compile(loss='categorical_crossentropy’,
optimizer="adam’, metrics=['accuracy'])




Input Language

SEAL (library) [

/I First Dense Layer
DenselLayer d1(32, input_size);
seal::Ciphertext result;

mvp(*galoisKeys,*evaluator, *encoder, d1.units(), d1.input_size(),
d1.weights_as_diags(), image_ctxt, result);

Sear. . Praintext oL,

encoder->encode(d1.bias(), result.parms_id(), result.scale(), bl);
evaluator->add_plain_inplace(result, b1);
evaluator->rescale_to_next_inplace(result);

/I Activation, x -> x"2
evaluator->square_inplace(result);
evaluator->relinearize_inplace(result, *relinKeys);
evaluator->rescale_to_next_inplace(result);

/I Duplication of certain values necessary for the SIMD layout
seal::Plaintext mask; encoder->encode(vec(1, d1.units()),
result.parms_id(),
result.scale(), mask);
evaluator->multiply_plain_inplace(result, mask);
seal::Ciphertext tmp;
evaluator->rotate_vector(result, d1.units(), *galoisKeys, tmp);
evaluator->add_inplace(tmp, result);
evaluator->rescale_to_next_inplace(tmp);

/I Second Dense Layer

DenselLayer d2(16, d1.units());

mvp(*galoisKeys, *evaluator, *encoder, d2.units(), d2.input_size(),
d2.weights_as_diags(), tmp, result);

seal::Plaintext b2; encoder->encode(d2.bias(), result.parms_id(),

result.scale(), b2);
evaluator->add_plain_inplace(result, b2);
evaluator->rescale_to_next_inplace(result);

/I Activation, x -> x"2
evaluator->square_inplace(result);

EVA e

def diag(matrix, d):
m, n = matrix.shape
r=[0]*n
for kin range(n):
r[k] = matrix[k % m][(k + d) % n]
returnr
def mvp(ptxt_matrix, enc_vector): |
m, n = ptxt_matrix.shape I
log2_n_div_m = math.ceil(math.log(n//m, 2))t=0
foriin range(m): |
t += (enc_vector << i) * diag(ptxt_matrix, i) |
|
|
|

foriin range(log2_n_div_m):
offset=n// (2 i) t+=1t<< offset
return t
def compile():
mlp = EvaProgram('NN (MLP)', vec_size=32 * 32)
with mip:
image = Input('input_0’)
d1 = mvp(weights_1, image) |
dl =d1 + bias_1.tolist()

actl =d1*d1

d2 = mvp(weights_2, actl)
d2 = d2 + bias_2.tolist()
act2 =d2 *d2

Output(‘output’, act2)
Output(‘output’, d1)

ETH:zurich

nGraph-HE

import numpy as np
import tensorflow as tf
from tf.keras.layers import Input, Dense, Activation

def mnist_mlp_model(input):
def square_activation(x):
return x * x
known_shape = input.get_shape()[1:]

size = np.prod(known_shape) print('size', size)
y = tf.reshape(input, [-1, size])

y = Activation(square_activation)(y)
known_shape = y.get_shape()[1:] size =

np.prod(known_shape)
returny

y = Dense(input_shape=[1, 784], units=30, use_bias=True)(y)

y = Dense(units=10, use_bhias=True, name="output")(y)

+

SEALion K

from sealion.heras.models import Sequential
from sealion.heras.layers import Dense, Activation

model = Sequential()

model.add(Dense(units=30, input_dim=784,
input_saturation=4, saturation=2

model.add(Activation())

model.add(Dense(units=10, saturation=2 ** 4))

model.compile(loss='categorical_crossentropy’,
optimizer="adam’, metrics=['accuracy'])
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P R S S B S S S EEE EEE B GEE B BEE S B GEE B BEE SEE B GE BEE BEn SEe B BE e B S e aae

| n p ut I_ a n g u a g e | void mvp(const seal::GaloisKeys &galois_keys, seal::Evaluator &evaluator, seal::CKKSEncoder &encoder,

| size_tm, size t n, std::vector<vec> diagonals, const seal::Ciphertext &ctv, seal::Ciphertext &enc_result) {

SEAL (“brary) e if (m==0 || m!'=diagonals.size())
throw invalid_argument( "Matrix must not be empty, and diagonals vector must have size m!");

: ; if (n!=diagonals[0].size() || n==0)
/I First Dense Layer def diag(matril S o . . .
DenseLayer d1(32, input_size): m, n = maf throw invalid_argument( "Diagonals must have non-zero dimension that matches n");
seal::Ciphertext result: r=[0]*n ize tn di — n/m:
mvp(*galoisKeys,*evaluator, *encoder, d1.units(), d1.input_size(), forkin rallI z:ig_t Ir:)_gzlvﬁmdilnmml e e
Seal..P?;Ll.r\]/\[/g(g[kgi_as_dlags(), image_ctxt result) r etL:[rkg : ml if (m_*n_div:rri :n_|| (2ULL << (IogE_n__div_m - 1)!=n_div_m && n_div_m!=1))
encoder->encode(d1.bias(), result parms_id(), result scale(), b1): —— — —{ throw invalid_argument( "Matrix dimension m must divide n and the result must be power of two");
evaluator->add_plain_inplace(result, b1); def mvp(ptxt_| Civhertext cixt +
evaluator->rescale_to_next_inplace(result); m, n = ptxte Iphertex C_X — o

log2_n_div for (size_ti=0;i< m,_++|) {

Il Activation, x -> x"2 foriin rang /é _ror:atfd_tV t_ {Ot(\;,l)t i e ety
evaluator->square_inplace(result); t+=(en IPnErtext Cixt_rotated_v = civ,

I if (i!=0)

evaluator->relinearize_inplace(result, *relinKeys); . . .
b ( ¥s) evaluator.rotate_vector_inplace(ctxt_rotated v, i, galois_keys);

|
|
|
|
|
|
I
|
|
|
|
|
|
|
I
offset =| |
|
|
|
|
|
|
I
|
|
|
|
|
|
|
I

evaluator->rescale_to_next_inplace(result); foriin ran]
o . Plaintext ptxt_current_diagonal;
/I Duplication of certain values necessary for the SIMD layout return t — . = ) . . )
seal::Plaintext mask; encoder->encode(vec(1, d1.units()), — = — é?:ﬁsr?g;tn;i?etgggonals[I],ctxt_rotated_v.parms_ld(),ctxt_rotated_v.scale(), ptxt_current_diagonal);
result.parms_id(), def compile() = . _
result scale(), mask): mip = Evaf evaluator.multiply_plain(ctxt_rotated_v, ptxt_current_diagonal, ctxt_tmp);
evaluator->multiply_plain_inplace(result, mask); with mip: I it (i==0
seal::Ciphertext tmp; image = : (_t_t)t— st tmo:
evaluator->rotate_vector(result, d1.units(), *galoisKeys, tmp); dl=m elsg XUE= cixt_tmp;
evaluator->add_inplace(tmp, result; di=dy evaluator.add_inplace(ctxt_t, ctxt_tmp);
evaluator->rescale_to_next_inplace(tmp); J -add_Inp — _Imp);
actl = . . .
/I Second Dense Layer d2 = mV Ciphertext ctxt_r = std::move(ctxt_t);
DenselLayer d2(16, d1.units()); d2 =d2 e . o
mvp(*galoisKeys, *evaluator, *encoder, d2.units(), d2.input_size(), act2 = (i e C(:Iimh:a;t&tl (jt)!?grifz:t?a?jlvr_gmc;:)r{
d2.weights_as_diags(), tmp, result); _ sizpe i
seal::Plaintext b2; encoder->encode(d2.bias(), result.parms_id(), Output(I evaluator rotate vector ian:'slce(ctxt rotated_r, offset, galols_keys):
result.scale(), b2); Output(] ' — = = — ’ - :
evaluator->add_plain_inplace(result, b2): — evaluator.add_inplace(ctxt_r, ctxt_rotated r);
evaluator->rescale_to_next_inplace(result); I enc} result = std:move(etxt_n):
/I Activation, x -> x2 | }

evaluator->square_inplace(result);







FHE Compilers ETH:iirich

= FHE “Compilers” are frequently not actually technically compilers
— Term used more generally for tools doing high-level to low-level translation

Computer Program FHE Compiler Arithmetic Circuit
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Tool Space

* Where do compilers apply optimizations?

ALCHEMY
Cingulata
E3

EVA
Marble
Ramparts
CHET
nGraph-HE
SEALion

__Input

T @ VR @ ¥

f 4

F 4
-

3

_Prog Opt_
v/

 Circuit Gen_
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-y
Q>

-

-
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ETH:zurich

 Circuit Opt |
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v/
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Evaluation: y? Test ETH:iirich

» Chi-squared tests are common statistical tests
— Here: Pearson’s Goodness-of-Fit test
— Used in Genome-Wide Association Studies (GWAS) [LLN14]
— Can be rearranged to require only + and x

o = (4Ng N> - N19)°
B1 = 2(2No+N1)?
B2 = (2Ng+N1)(2N2+N1)

I [
I
. .

1000

Time [s]

Manual Cingulata Baseline E3 Cingulata Baseline

Arithmetic Circuits Binary Circuits

20
[LLN14] Lauter, K. et al. 2014. Private Computation on Encrypted Genomic Data. Progress in Cryptology - LATINCRYPT 2014, 3-27.



Evaluation: Machine Learning Inference ETH:lirich

= MNIST — handwritten digit recognition
— Simple task used as a reference benchmark in ML
— Given an image of a digit, recognize a number in 0-9

label = 5 label = 0 label = 4 label =1 label =9 -
. E . .z 120 ;

/

label = 2 label = 1 label = 3 label = 1 label = 4 20 /./
0,
2 3 4 -
IS

=10 -
= Approximate Activation Function with x2 [GDK+16] .
w 0
051 Manual SEALion nGraph-HE EVA
(MLP) (MLP) (MLP, CryptoNets,Le-Net5) (MLP, Le-Net5)
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To appear at IEEE S&P 2021  preprint: arxiv.org/abs/2101.0/078
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